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BO CONG AN CONG HOA XA HOI CHU NGHIA VIET NAM
CONG AN TINH HA TINH Poc lip - Tw do - Hanh phiic
S3:634/CAT-ANM Ha Tinh, ngay 06thding Ohdam 2026

V/v théng bao 16 hong bao mat
nghiém trong thang 4/2026

Kinh guri:
- Cac Ban Dang, UBKT, Van phong Tinh ty;
- Cac Dang uy true thudc Tinh uy;
- Vian phong Doan PBQH va HDND tinh;
- Van phong UBND tinh;
- Céc s0, ban, nganh, doan thé cz"'lp tinh;
- Céac doanh nghiép nha nudce trén dia ban tinh;
- Pang ty, UBND cép xA.

Thang 4/2026 trén khong gian mang xuét hién nlueu chién dich tan cong
mang tinh vi va cic 16 héng nghiém trong trén cdc phan mém tmg dung phd bién.
Dic biét hé théng quan tri ma doc tap trung ghi nhan mot so loai ma déc nguy
hiém dang lay nhiém, anh huéng truc t1ep dén céc co quan, don vi trén dia ban
tinh. Céc loai virus, ma doc nay ¢ thé bi d6i fwong tan cong loi dung de chiém
quyen diéu khién hé thong, dédnh cdp va mi héa dir lidu doi tién chudc
(ransomware). Cong an tinh thong bdo thong tin va huéng dan cic don vi giai
phap khic phuc nhu sau:

1. Céc nguy co tAn cong mang va 16 héng bio mat nghiém trong
1.1. Canh bao chiém quyén Zalo qua “Ma QR binh chon”
- Murc do: Bac biét nghiém trong.

- M6 ta: Thi doan “Binh chon cudc thi” d4 ning cap. Thay vi chi gui link
ddng nhap, d6i twong hién nay gui Ma QR gia mao la m3 binh chon hoic ma nhan
qua. Khi nan nhan dung Zalo quét ma nay thuc chat 1a dang thue hién 1énh “Dang
nhép Zalo Web” trén thiét bi cua ké tin cong. Ngay khi chiém dwoc quyen, doi
tuong sir dung cong nghé Al Deepfake dé tao ra cac doan tin nhan thoai hodc hinh
anh cur dong CJfmna hét chu tai khoan dé nhdn tin vay muon tién, khién nguoi than
trong danh ba rit kho phan biét that gla Hoic d6i tuong s& 4m thdm thu thap dir
lidu tin nhén, thong tin c nhan nhay cam cua nguoi dung.

- Anh hwong: Tét ca ngudi dung Zalo, dic biét nguy hiém véi nhitng nguoi
thuong xuyén tham gia cac hdi nhém cong ddng, tir thién, phu huynh hoc sinh.

- Giai phap khac phuc: Tuyét d6i khong quét cac ma QR la dugc giri qua
tin nhin dé “Binh chon” hay *Nhan qua”. @ Ludn kiém tra muc “Cai dit > Tai
khoan va bao mat > Lich su ding nhéap”, néu thay c6 thiét b “Zalo Web” la phai
bam ¢ Bang Xuat” ngay lap tirc. @ Thiét 1ap ma khoa ting dung (PIN) dé ngin chin
viéc truy cap trai phép tir xa.
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1.2. Canh béo tht doan thué SIM “rac” dé chiém doat tai khoan tir sé dién
thoai cii

- Mitc d6: Rét nghiém trong.

- Mo ta: Day la 16 héng trong quan 1y thong tin c4 nhan, cac dbi tuong
thué lai SIM sé dién thoai cii d3 bi nha mang thu hoi dé phuc hoi mat khau céc
loai tai khoan thong qua OTP gui vé SIM dién thoai (SIM cii cua nguoi dung da
bo nhung van con lién két voi Facebook, Zalo, Ngan hang, iCloud). Poi twong
sir dung cac sd nay dé yeéu cau “Quén mat khau”, nhan mi OTP tir d6 chiém doat
toan bo tai khoan va dir liéu nhay cam. Ngoai ra cdc email cii (1au khéng ding
nhip) ciing bi ching dung phan mém do mit khiu dé tim kiém théng tin khoi
phuc tai khoan.

- Giai phap khic phuc: (D Ra soat ngay muc “Thong tin lien he” trén Zalo,
Facebook, Ngan hang... va g bo ngay cac so dién thoai/email khong con sur dung.
@ Chuyén phuong thitc nhin mi xéc thuc tir SMS sang cdc tng dung bao mat
chuyén dung nhu Google Authenticator hodc Microsoft Authenticator. ) Khi thay
dbi sb dién thoai phai thuc hién thu tuc thay dbi sb dién thoai trén tat ca cdc dich
vu ngan hang va mang xa hoi trudce khi bo SIM.

1.3. Canh bdo mi doc “NFC-Stealer” dénh cip thong tin thé ngan hang qua
ung dung gia mao

- Mtrc d6: Dac biét nghiém trong.

- Mo ta: Loi dung quy dinh vé x4c thue sinh tric hoc va cap nhat thong tin
cdn cude cdng dan, doi twong gui duong link qua Zalo/SMS gia mao ung dung
cua Bo Cong an hodc Ngan hang. Khi cai dit ma doc nay yeu cau ngudi dung 4 ap
the Can cudc gan chip hodc the Ngan hang vao mat sau dién thoai (qua giao tiép
NFC). Mi doc s& am tham sao chép toan bo dur lieu chip va thong tin thanh toan,
déng thoi chiém quyén diéu khién dién thoai dé tu dong thuce hién cac 1énh chuyén
tién ma ngudi dung khong hé hay biét.

- Giai phap khic phuc: ) Tuyét d6i khong cai dit img dung qua duong link
g tir nguoi la hodc cac tép .APK roi. Chi cai ddt ing dung tir CH Play hodc App
Store. ? Co quan Cong an va Ngan hang khong lam viéc qua Zalo hay yéu céu
nguoi dung tu quet NFC qua tng dung la. @ Néu di cai dit lap tie tit két noi
mang, thao SIM va mang dién thoai dén trung tAm bao mit dé quét sach ma doc
hodc khoi phuc cai dat goc.

2. Canh bao nghiém trong théng qua hé théng quan tri ma déc tip
trung EDR trén dia ban tinh

2.1. Canh bdo ma doc chiém quyén diéu khién qua tép 10i tit gia mao
(Trojan.WinLNK.Runner.ip)

- Mttc do: Nghiém trong.

- Mb ta: Pay la bién thé méi qhét cua dong Trojan. WinLNK.Runner chuyén
lam dung cédc tép 10i tat ((LNK) de danh Itra nguoi dung. Ma doc thuong nguy
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trang dudi dang céc tai liéu PDF, thu muc anh hodc tep nen gui qua email/USB.
Khi nguoi dung nhin vao thay vi mo tai li€u, né sé thuc thi céc lénh an
(PowerShell hoac CMD) dé két ndi voi may chu diéu khién (C&C), tu' do tai
xuong cac loai ma doc nguy hiém khac nhu backdoor hodc ma déc dénh cip thong
tin tai chinh. Ky thuat nay giup tin tac dé dang vuot qua cac hang rao phong thu
ctia phan mém diét virus truyén thong!.

- Giai phap khic phuc: Bt tinh nang hién thi dudi tép tin (File name
extensions) trong File Explorer dé nhén dién céc tep co dudi la .Ink. Canh giac voi
cac tép tin nhén tir nguon la qua email/USB. Quan tri vién can c4u hinh chinh sach
(GPO) dé han ché hoic glam sat v1ec thwe thi PowerShell/CMD tir cic tién trinh
khéng xac dinh va luén bat phin mém diét virus Smart IR.

2.2. Canh bdo ma doc lay nhiém qua file Excel (Virus.MSExcel.Laroux-based)
- Mtre do: Nghiém trong.

- Mo ta: Ddy 1a loai macro-virus 13y lan qua céc file Microsoft Excel, dic

bi€t phat tan manh qua tng dung Zalo. Khi ngudi dung m¢ file va bt tinh nang

“cho phép Macros” (Enable Macros) virus s¢ lay nhiém vao he théng, c6 kha nang

danh cdp thong tin nhay cam va 1a tién dé cho céc cude tin cong mi hoa tong tién
(ransomware)?.

- Giai phép khic phuc: (O Déi véi quan tri vién hé théng can ciu hinh Group
Policy dé v6 hiéu héa hoic canh bao nghiém ngat viéc thue thi macro trong cdc
van ban Office. @ Doi véi nguoi ding tuyét doi khong bam “cho phép ndi dung
hoat dong” (Enable Content) hodc “cho phép Macros” (Enable Macros) dbi véi

céc tép tin nhan duoc tir ngudn khong tin cdy va luén bat phan mém diét virus
Smart IR.

2.3. Canh bao ma ddc ldy nhiém qua file AutoCAD (Virus.Acad.Bursted.a,
Trojan.Acad.Agent.a)

- Mtrc d6: Nghiém trong.

- M6 ta: Bay la loai virus 1y nhiém vao méi trueong lam viée cua phin mém
AutoCAD. Khi ngudi dung mé mot tép ban vé bat ky ma doc s& duogc kich hoat
va c6 kha ning dinh cdp, pha hoai cac ban vé& thiét ké, dit lidu quy hoach, du an
quan trong?,

! Tai Théng bso 16 hong bao mét thing 3/2026 ghi nhan ma doc nay hién dang lay nhiém manh tai don vi Trung
tam Van héa Truyén thong Birc Tho (ghi nhan gan 2.300 canh bao lay n[uem) Coéng an tinh di d& nghi don vi
Trung tam Vin héa Truyén thong Birc Tho xit 1y, khic phuc va bdo cdo ve Cong an tinh trwdc ngay 05/4/2026.
Tuy nhién dén ngay 14/4/2026 van con ghi nhan viéc lay nhiém ma doc nay tai Trung tdm Van hoa Truyén théng
Dure Tho. dé nghi don vi khan trrong khic phyc va béo cdo két qua vé Cong an tinh trede ngay 05/5/2026.

2 Ghl nhan lay nhiém tai; So Cong thwong; Phuong Thanh Sen|Trwong Mam non Thach Hung; X4 Thach HaITram
y t& Thj Tran; S¢ Gido duc va Pao tao|THPT Can Léc. Trong d6 Tram y té xa Thach Ha ghi nhan dén gan 10. 000
canh bdo lién quan dén loai ma doc nay, dé nghi don vi Tram y té xa Thach Ha xit Iy, khic phuc va béo cdo vé
Cong an tinh trde ngay 05/5/2026.

3 Ghi nhén lay nhiém tai: S& Xay dung: Ban quan 1y khu kinh té; Xa Viét Xuyén; Thanh tra tinh; X3 Can Loc; Xa
Toan Luu; Phuong Nam Hong Linh; Phuong Nam Hong Linh. Tai Théng bio 156 héng bio mat thang 3/2026
ghi nhan S¢ Xay dung da b lay nhiém ma ddc nay trong mot thoi gian dai nhung chua dwoc xir Iy, Cong an tinh
da de nghi Sé Xay dung xu 1y, khic phyc va bao cdo vé Cong an tinh trude ngay 05/4/2026. Tuy nhién dén ngay
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- Giai phap khic phuc: W Péi véi quan tri vién hé thong can ra sodt cac may
tinh ¢ cai dat AutoCAD. Sir dung phian mém diét virus dé lam sach. Kiém tra va
X0a cac tép tin doc hai (nhu acad.lsp, acaddoc.lsp) trong thu muc cai dat va thu
muc nguoi dung cua AutoCAD. @ Déi v6i nguoi ding khong mé cic file ban Ve
khéng rd ngudn goc, béo cdo ngay cho bo phan cong ngheé thong tin khi phin mém
AutoCAD c6 céc biéu hién bat thuong va ludn bat phan mém diét virus Smart IR.

2.3. Canh bao mi doc gian diép danh cip thong tin cd nhan
HEUR:Trojan.Win32.Fsysna.gen

- Mtrc do: Nghi€m trong.

- M6 ta: Day la dong ma doc gian diép (Trojan Spy) chuyén nghiep. Thay
vi pha hoai hé thng ngay lap trc nd dm tham thuc hién cac hanh vi: theo déi thao
tac ban phim (key10001n0) dé lay mat khau, trich xuét dir liéu tir cdc trinh duyét
(cookie, mat khau lwu sin, thé tin dung) va chup anh man hinh cua nan nhan. N6
lién tuc bién ddi ma nguf)n dé tranh bi nhan dién béi cdc mau cé sin, chi cb thé bi
phat hién qua phan tich hanh vi. Dt liéu bi danh cip thuong duoc ding dé chiém
doat tai khoan ngan hang hodc téng tién nan nhan®.

- Giai phap khic phuc () Ngay lap tirc quét toan bod hé thong bang phan
mém diét virus ban quyén (nhu Kaspersky, Microsoft Defender ban cap nhat méi
nhét, Smart IR). @ Pdi toan bd mat khiu céc tai khoan quan trong tr mot thiét bi
sach khac va kich hoat xdc thuc 02 16p (MFA). ® Khong luu mét khau truc tiép
trén trinh duyét, nén sit dung cdc trinh quan 1y mat khau chuyén dung (nhu
Bitwarden, LastPass).

2.4. Phat hién mot so file .exe tai cac don vi ghi nhan hanh vi nguy hiém c6
theé dan dén tan cong ma hoa dit liéu trong tuong lai

- Murc d6: Nghiém trong.

- Mb ta: Mbt sd tép tin thuc thi (.exe) tai cac don vi c6 hanh vi nguy hiém,
tiém 4n riii ro cao dbi véi hé thdng thong tin. Cac tép tin nay co thé duoc phat tan
théng qua email, tng dung nhin tin (Zalo, Telegram....), thiét bi luu trit USB
hoic tai vé tir Internet.

Khi nguoi dung vo tinh thue thi (chay) cac file .exe, ma doc co thé duoc
kich hoat, cho phép ke tn cong xam nhap he thong, tai thém ma doc khac, duy tri
quyén kiém soat va dic biét 1a tién dé cho cac cudc tan cong ma hoa di liéu tong
tién (ransomware) trong twong lai®.

28/4/2026 van con ghi nhan viéc lay nhiém ma doc nay, dé nghi S& Xay dung khén trirong khéc phuc va béo cdo
vé Cong an tinh trréc ngay 05/5/2026.

4 Ghi nhan lay nhiém tai: S& Néng nghiép va Mai trudng|Van phong Dang ky dat dai huyén Thach Ha-Loc Ha;
Sé& Nong nghiép va Mdi trrong|Virdn Quoc gia Vil Quang.

5 Ghi nhan lay nhiém tai: S& Y té[Bénh vién Loc Ha; X Ha Linh|Trwdng THCS Ha Linh: S& Nong nghiép va Mai
trrdmg|Vin phong dang ki dét dai Thi xa Ky Anh; S& Gido duc va Pao tao|THPT Cam Xuyén; Xa Can Lc|Truong
THCS Xuan Diéu; S¢ Gido duc va Dao tao|Trung tim GDTX Cam Xuyén: S¢ Gido duc va Dao tao|Trudmg Cao
dang y té Ha Tinh.
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- Giai phap khic phuc: V) Ddi véi quan tri vién hé thong can ra soat, kiém
tra va loai bo ngay cdc file .exe khong rd ngudn gde trén may tram va mdy chu.
Cau hinh Group Policy hodc cédc giai phap Endpoint Security dé han ché hodc
chan viéc thuc thi file .exe tir cdc thu muc khong an toan (Downloads, Temp,
USB,...). Trién khai va cap nhat ddy du phan mém diét virus Smart IR cho hé
thong. [& Dbi v6i ngudi dung can tuyét ddi khong mo hodc chay cac file .exe nhan
duoc tir email, img dung nhén tin hodc ngudn khong rd rang. Khong tai va cai dat
phan mém, cong cu, file crack hodc keygen tir Internet. Ludn bat phin mém diét
virus Smart IR va kip thoi bao cdo bd phin cong nghé thong tin khi phat hién canh
bao bat thuong.

Khi phét hién dau hiéu tan cong mang d& nghi cic don vi, dia phuong lién
hé Cong an tinh (qua Phong An ninh mang va phong, chéng tdi pham sir dung
cong nghé cao, s6 dién thoai: 099.338.6777) dé dwoc phdi hop, hd tro xir 1.

Cong an tinh thdng bédo cac don vi, dia phwong biét, dé nghi klban trrong ra
sodt, X Iy cc virus, ma ddc va cac 16 hong bao mat trén hé théng./. /

Noi nhan:

- Nhuw trén; .

- B/c Giam doc (dé béo cdo);
- Luu: VT, ANM.

Thlro'ng ta Nguyén Quoc Hung
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